DDDDnnDnnDnnDDnDDDDDnDDnDD dd 

D I/ODDDDDDDDDDDDDD 



D □ □ D 

DDDDDDDDDDDDDDDDDDDDDDDx86DDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDD (D 1)DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDD 



CPU 
IDT 
IDTR 



Local APIC 



MSI 



1 \f 



Legacy PCI 



— m\ 

Capable 
Devices 



I/O APIC 



ICH(South bridge) 




D 1 D D D D D D D D D D D D D D D D D D D D D D 



DDDDDDDDDDDDDDDDDDDD 

VT-x DDDDDDDDDDDDDDD CPU DDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDD 



1 



CPUDDDDDDDDD 



D D CPU DDDDDDDDDDDDDDD DD VMCS D VM-Entry Control Fields Q D D VM-entry 
interruption-information field DDDDDDDDDDDDDDDDDDDDD (D 1)DDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDD Local APIC DDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDD 



DDDDDDDD 


D D 


7:00 


D D D D D 


10:08 


DDDDDDD DDD 0(DDDDDD)DDD 


11 


DDDDDDDD error code D push 


31 


D D D D D D 



Q 1: VM-entry interruption-information field 



DDDDDDDDDD 

DDDDDDDDDDDDDDDDDDDDDDDD 

l-DDDDDDDDDDDDDDDDDDDDDDDDD INT DDDDDDDD CPU DDDDDDDD 
D D 

2. CPU D IDT DDDDDDDDDDDDDDDDDDDDDDDDDDDD 

3. DDDDDDDDDDDDDDDDDD 

4. IRET DDDDDDDDDDDDDDD 

DDDDDDDDDDDDDDDDDDDDDDDD 2D 4DDDDDD IDT/IDTR DDDDDDDDDD 
DDDDDDDDDD VMCS DDDDDDDDDDDDDDDDDDD VMExit DDDDDDDDDDDD 
D*'DDDDDDDDDDDDDDDDDDDDDDD 



*i VMCS □ VM-Execution Control Fields □ Exception Bitmap □□□□□□□□□□□□□□□□□□□□□□□□□□ 1 

□ □□DDDDDDDDDDDDDD VMExit DDDDDDDDDDDDDDDDDDDDDDD VMExit □□□□□□□□ 

□ □DDDDD 2D (Intel VT-xDDDDDDDDDD)DDDDDDDDDDDDDDDDDDDDDDDDDDDDDD □ 
VMExit □□□□□□□□□ 
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DDDDDDDDDD 



DDDDOODDDDOODDDDDD CPU DDDDDDDDDD VT-xD D DDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 

I/O APIC DDDDDDDDDD 

D D D D I/O APIC DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 

1. DDDDDDDDDDDDDD I/O APIC DDDDDDDD 

2. I/O APIC DDDDDDDDDDD RedirectionTable Entry D D D D D D Destination ID D D D 
Local APIC DDDDDDDD 

3. Local APIC D CPU D D D D D 

4. CPU DIDTDDDDDDDDDDDDDDDDDDDDDDDDDDDD 

5. DDDDDDDDDDDDDDDDDD 

6. DDDDDDDDD Local APIC D EOI DDDDDDDDDDDDDDDDDD 

7. IRET DDDDDDDDDDDDDDD 

DDDDD4D5D7DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD1 
DSDaDDDDDDDDDDDDDDDDDDDDDDn OSDnDDDDDDDDDDDD I/O APIC D 
Redirection Table Entry D D D Local APIC nDDDDDDDDDDDDDDnnDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDCPUDDDDDDDDDDDD 

DDDDDDDnDDnDDDDDDDDnDDDnnDDDDDDDnDDnDD Redirection Table 
Entry DDDDDDDDDDDD CPU DDDDDDDDDDD CPU DDDDDDDDDDDDD DDDD 
D CPU D Local APIC D IRRDDDDDD DDD VMCS DDDDDDDDDDDDDDDDDDDDD 
DDDDDDDD CPUD VMEnter DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDD 

6D EOI DDDDDDDDDD Local APIC D EOI DDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDIO 
APICD Local APIC DDDDDDDDDDDDDDD CPU DDDDDDDDDDDDDDDDDD 

MSI/MSI-X DDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDD 

1- D D D D D PCI Configuration Space D D D D D D Destination ID D D D Local APIC D D D D D D 
D D 

2. Local APIC D CPU D D D D D 
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3. CPU DiDTDDDDDDDDDDDDDDDnnnnnnnnnnnnn 

4. DDDDDDDDDDDDDDDDDD 

5. DDDDDDDDD Local APIC D EOI DDDDDDDDDDDDDDDDDD 

6. IRET DDDDDDDDDDDDDDD 

MSI/MSI-X DDDDDDDDDDDDDDDDDDDDD I/O APIC D Redirection Table Entry D D D 
DDDDDDDDD PCI Configuration Space DDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDD CPU DDDDDDDDDDDDDDDDDDDDDD I/O APIC D D D D D D 
DDDDDDDD 



IDT/IDTR □□DDDDDDD 

IDT/IDTR DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
D VMExit DDDDDDDDD CPU DDDDDDDDD *^D VT-x DDDDDDDDDDDDDD VMX 
root mode/VMX non-root mode DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
D D D D D D D IDTR DDDDDDDDDDDDD/D DDDDDDDDDDDDDDDDDDDDDD 

DDDD CPU DDDDDDDDDDDDDDDDDDDDD IDT DDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDD VT-x non-root mode DDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD IDTR 
DDIDTDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD VMCS D D D *^D D D IDTR D 
DDDDDDDDDDD VMExit DDDDDDDDDDDDD**D 

DDDDD2D4DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD1DDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 

DDDDDDDD VMCS DDDDDDDDDDDDDDDDDDD VMExit DDDDDDDDDDDDDD 
DDDDDDDDD OS DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDD 

DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
D D D VMExit DDDDDDDDD CPU DDDDDDDDDD 



□ □□□□□□□□□□□□□ lO □□□□□□□□□□□□ □□□□ VMExit □□□□□□□□□□□□□□□□ VMExit 
□□DDDDD 

VMCS □ VM-Execution Control Fields □ Secondary Processor-Based VM-Execution Controls □ G D Descriptor- 
table exiting □□□□□□□□□□□□ LGDTQ LIDTQ LLDTQ LTRQ SGDTQ SIDTQ SLDTQ STR □□□□□□□□□ 

□ □ D D D D VMExit DDDDDDDDDD 

DDDDDDDDDDDDD IDDDDDDDDDDDDDD DD OSDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDD IDTR DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
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Local APIC D D D D 



Local APIC DDDDDDDD I/ODDDDODDDDDDDDDDDDDDD I/ODDDDDDDDDD 
DDDDDDDDDDDDD VT-xQ D Local APICD D DDDDDDDDDDDDDDDDDDDDDDD 
DDODDDDODDDDDDD 3D ("□ OD I/ODDDDDOOD I/Onn")DDD0DDDD0D0D 
D IDDDDDDDODDDD VT-xQ D DDDDDDDDDDDDDDDDDD 

DDDDDDDDD VT-x DDDDDDDDDDDDDDDDDDDDDDDDDDDDD CPU D D D D 
DDODDODDDDDDDDDDDODDDDDDODDOCPUDDDDDDDDDDDDDDDDDD 
OSODDDDDDDDDDDDDDDDOD LocalAPIC DDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDODDDDDDDDDDDDDDDDDDODDDDDOODDDD 
DDDDDDDDDDDD 

1. DDDDDDDDD IRRDDDDDDDDDDDDDDDDDDDDDD 

2. D D CPU D VMExit DDDDDD/DDD IPIDDDDDD VMExit D D D 

3. IRRDDDDDDDDDDDDDDDDDDDDDDDDDDDISRDDDD 

4. TPRD ISRD □ D D □ D PPRD D D 

5. VM-entry interruption-information field DDDDDDDDD 

6. VMEnter DDDDDDDDDDDD 

DDDDDnnDDDnnnDDDnDDDDnnDD OSD EOT DDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDD DDDDDDDDDD 

1. EOI D D D D D D D D D VMExit 

2. IRR D ODD VMEnter DDDDDDDD ?IRR DDDDDD IRRDDDDDDDDDDDDDDD 
DDDDDDDDDDDD ISRDDDD 

3. TPR D ISR D D D D D D PPR D D D 

4. VM-entry interruption-information field DDDDDDDDD 

5. VMEnter DDDDDDDDDDDD 

DDDDDDDDDDDDDDDDDDD Local APIC DDDDDDDDD 

I/O APIC D D D D 

I/O APIC DDDD OS DDDDDDDDD I/ODDDDDDDDDDDDDD Local APIC DDDDDD 
DDDDDD VMExit DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDOSD 
DDDDDDDDDD CPUDDDDDDDDDDD I/O DDDDDDDDDDDDDDDDDDDDDDD 
DDDDD CPU DDDDDDDDDD DDDDD 
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MSI/MSI-X □□DDDDDD 



MSI/MSI-X DDDDDDDDDPCI Configuration Space DDDDDDDDDDDDDD CPU D D D D D 
DDDDDDDDDDDDDDDDDDDD DDDDDDDDDDDDDDDDDDD I/O APIC D D D D 
D D D ("D DD PCDDDDDDDDDDDDDDDDDDDDDDDDD ")D 

DDDDDDDDDDDDDDDDDDD 

VMX non-root mode DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD VMCS D D D 
D D D VM-Execution Control Fields Q Pin- Based VM-Execution Controls D D D External- interrupt 
exiting DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD VMExit D D D D 

DDDDDDDDD VM-Exit Control Fields ODD VM-Exit Controls D Acknowledge interrupt on exit 
DDDD IDDDDDDDDDDDDDDD VMExit D D "acknowledged" DDDDDDDDDDDDDD 
VM-Exit information fields D VM-exit interruption information DDDDDDDD VMM D D D D D D D 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 

D D D Acknowledge interrupt on exit DDDD DDDDDDDDDDDDDD "acknowledge" DDDD 
RFLAGS DDDDD IFDDDDDDDDDDDDDDDDDDDDDDDD IFDDDDDDDDDDD 
IDTDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDOSDDDDDDDDDD 
DDDDDDDDDDIDTDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
D D D 

DDD 

DDDDDDDDDDDDDDD Intel VT-x DDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDm VT-x DDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 

DDDDD 

Copyright (c) 2014 Takuya ASADA. DDDDDDDD DDDDDDDDDDDDD DD - DD 4.0 DD 
DDDDDDDDDDDDDDDDD 

DDDD 

"DDDPCDDDDDDDDDDDDDDDDDDDDDDDDD-" littp://syuul228.github.io/howto_implement_hyperv 
"D D D I/OD D □] D D D D I/OD D-" http://syuul228.github.io/howto_implement_hypervisor/part3.pdf. 
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